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Cybersecurity: Detecting Phishing Emails 
October is Cybersecurity Awareness Month. This annual event began in 
2004 as a collaboration between government and industry, focusing on 
providing resources to keep Americans safer online with events and 
initiatives to enhance cybersecurity awareness and resilience. 

This year, one of the main areas of focus is recognizing and reporting phishing. While there are 
many facets to cybersecurity, the receipt and opening of phishing emails remains one of the 
most critical issues for business.

In this Daily Business Guide, the IHS Marketing team provides our top recommendations to help 
prevent ransomware attacks and protect your personal and business security.

Update your operating system
Remove redundant or out-of-date software
Use strong passwords
Consider 2-factor authentication 
Use firewall, anti-virus and anti-malware software
Back-up your data
Consider using a Virtual Private Network (VPN)
Ensure any external hard drives or USB sticks are password protected.
Log out when finished.

Provide training on how to spot fraudulent and ransomware attacks
Have nominated support staff to assist with any query
Have policies and procedures in place to report suspicious activity
Control levels of data and systems software access

Don’t trust the name of the sender, and review the email address for obvious errors



RESPONDING TO A CYBER ATTACK

While the above focuses on recommendations to help prevent a cyber attack, when an attack does 
happen, you need to be ready to take action.

1 Contain:

As quickly as possible, you must isolate the source of the breach. 

2 Re-install back-ups: 

Only when you are certain your systems are safe restore your back-ups

3 Investigate:

Form a team to investigate the breach, review vulnerabilities, report on remedial actions and 
implement preventative actions.

4 Legal obligations:

Where personal data has been compromised, consider if you need to elevate notice to impacted 
clients and/or appropriate regulators.

5 Public announcements:

Be prepared to be open and honest where public concerns may be raised. Also, consider a 
response process for customers' questions, comments and feedback. See our Daily Business 
Guide on Reputation Management.

6 Update your internal security protocols and communication processes:

Learn lessons and improve preventative measures.

REQUIRE CYBERSECURITY ADVICE AND ASSISTANCE?

Looking for help? The IHS Marketing Team can provide support for all your marketing needs, 
including cybersecurity, video development, website and social media audits, research and 
analysis, actions and activity.

Hover over the email, and if an Alt Txt looks strange or doesn’t match, DON’T CLICK
Check for obvious spelling errors
Is the email asking for private or personal information? Be aware
Beware of urgency and take your time to confirm before taking action
Is there a signature file at the bottom of the email? If not, be aware
Don’t open attachments unless you are 100% positive of the sender’s authenticity.
Trust your instincts. If it looks off, it probably is. 

Disconnect from the internet
Disable remote access
Review firewall settings 
Install any security updates 
Change passwords



Visit the www.insidehs.com/dailyupdate page for more information. Follow Inside Hospitality 
Solutions on LinkedIn and subscribe to our monthly newsletter.
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